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EXECUTIVE SUMMARY

The connective tissue of Security Operations is the case write-up. SecOps runs on more than just detections; it runs on
what you can prove, explain, and hand off. The case write-up is the only durable artifact that makes this possible. When
documentation is incomplete, every downstream dependency — from shift handoffs to audit prep — Is forced to run on
assumptions rather than facts.

The industry has lacked a scalable yardstick. Under load, even strong teams drift into habits where timelines get fuzzy and
reasoning stays inside an analyst's head. The issue isn't that teams don't care; it is that we have lacked a shared definition
of what "good" looks like and a scalable way to measure it. Unlike clear metrics such as MTTD, case quality has historically
been governed by "gut feel’ and sporadic spot checks that cannot keep up with volume.

With modern Al capabilities, quality is now an auditable operating metric. Case quality can finally be made measurable,
defensible, and coachable at scale. By operationalizing a transparent rubric — evaluating elements like timeline clarity,
evidence coverage, and reasoning — you can score cases consistently without adding bureaucratic drag.

From judgment to coaching. The goal is not perfect writing, but building a structured signal that makes a case usable to
someone who wasnt there. When scoring is treated as a transparent coaching loop rather than a performance verdict,
teams can identify gaps, trend improvements, and scale trust without scaling chaos.

NOTES

The scoring methodology described here isn't a proprietary black box.

We have released it as an open-source, offline Python tool that you can

run in your environment today to validate these concepts yourself.

The Hidden Foundation of the SOC

If you can't rely on your case documentation, you and others can’'t — and won't — rely on your process. Case
documentation quality is the connective tissue of SecOps. Without it, every downstream function — from case
escalation to audit — ends up built on assumptions. And assumptions are not a foundation for scale, or security.

The alert is just the starting gun. What actually matters — what carries a SOC through staffing shift changes, incident
reviews, quarterly board reports — is the case write-up. That's what tells the story of what happened, what was done,
and why it mattered. And for most SOCs, that story is incomplete. That increases the odds you’'ll misclassify what you're
seeing — chasing noise as signal, or closing signal as noise — and still have no credible way to prove containment to the
people who have to trust the outcome.
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What we've seen and heard over and over is that incomplete write-ups ripple outward. Handoffs fall apart.
Retrospectives spin their wheels. Stakeholders lose trust because they can’t see the reasoning or results behind the
response. Even strong teams are forced to rely on tribal knowledge rather than the written record. This turns every
personnel change or shift handover into an operational risk. The case write-up isn't just a record — it's the only durable
artifact that proves the work was done right.

The mistake many teams make isn't ignoring quality — it's assuming they’ll recognize it when they see it. But in the fog of
the daily ticket war, documentation becomes a casualty. The alert gets closed, the SOC moves on, and no one looks
back... until someone asks “what happened,” or leadership wants proof that the threat was really addressed. And by then,
all you've got is whatever the analyst happened to write down. Before you can improve case quality, you need a shared
definition of what a good case is.

Case Write-up

Incident
Review

Leadership

Shift Handoffs Escalations Reporting

Audit Prep

Case quality is the connective tissue: one artifact, many downstream dependencies.

What “Good” Actually Looks Like

Unfortunately, there’s no NIST or MITRE SOC case quality standard. Ask five different SOC leads what makes a case
“good,” and you'll get five different answers - and probably a few disclaimers too. That ambiguity isn’t just a nuisance.
It's the reason so many teams think they're doing fine until they actually read their own casework. It's not that people
aren’t trying. It's that they've never had a shared, working definition of what quality even means.

A good case isn't one that just gets closed. It's one that tells the full story to someone who wasn’t there. If an analyst,
team lead, or someone else who depends on the work can pick it up cold and walk away with a clear sense of what
triggered the alert, what was found, what actions were taken, and why the conclusion made sense - then it's solid.

If they can’t, it becomes an operational risk, no matter how fast it was closed.
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When teams do review case quality, it's rarely one catastrophic miss. It's repeatable omissions: no outcome, unclear
timeline, missing analyst reasoning. Not because analysts were lazy — but because they weren't trained to write for
explainability. Without a standard, most teams write for the person sitting next to them, not the one coming in three days
later — or the one reading the audit packet six months from now.

You don’t need perfect prose. You need enough structure and signal for someone else to pick up the thread. That's what
“good” actually looks like. And until your team sees that clearly, they're aiming at different targets - and wondering why
their work doesn’t connect.

Why the Industry Ignored Case
Quality for So Long

Case quality hasn't been ignored because it doesn’'t matter.

It's been ignored because teams are drowning — and there's never
been a scalable way to assess the quality of what's slipping
through. The alert queue piles up, and the write-up becomes an
afterthought. It's the one part of the job that doesn't fire back
when time is tight. Even the most well-intentioned teams are left
guessing where they're falling short. And without visibility, there's
no way to improve.

The deeper issue is this: case quality hasn't been measurable in a
consistent, scalable, or objective way. This absence creates an
unspoken workaround culture: tribal reviews, inconsistent
enforcement, and the silent tolerance of weak documentation

because no one has the capacity to police it. Everyone recognizes
the gap, but without a scalable way to measure it, “good enough”
becomes the default until something breaks.

What Changed: Al SOC Agents, Rubrics, and Scale

With generative Al and SOC agents, case quality becomes auditable — measurable, defensible, and trackable. That
matters because until now, the only way to assess it was manual, inconsistent sampling. With the right Al tools backing
you up, you don't have to guess where your team stands anymore. You can see it, compare it over time, and improve it.

Until recently, the only way to assess case quality was to pull in a senior analyst and have them read cases by hand.
That meant sampling a handful, hoping they were representative, and relying on institutional knowledge and judgment.
You might learn something — but you couldn’t do it consistently, and you couldn’t do it at scale.

That's what changed. Today’s Al can review a case the way a seasoned human would — checking structure, timeline
logic, evidence, data coverage based on your stack, and analyst reasoning — then applying the same rubric across every
case, against a rubric you can read. No burnout, no inconsistency, no tax on your best people.

A well-crafted Al-based tool can apply a consistent scoring rubric that flags what's missing, case by case, so the team
can learn and security can improve. That lets you finally measure case quality like an operating metric, not a gut check.
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Measuring Case Quality at Scale - Transparently

With two realities in mind — there's no universal definition of a “good” case, and manual review won't scale — the next
step is the kind of move engineers make: operationalize a rubric and measure it at scale. And because this is for security
operations professionals, the rubric can't be a black box — it has to be explicit, explainable, and debuggable.

That's what we built: a lightweight, open-source tool that uses Al to score every case like a seasoned reviewer would.
It doesn’t look for keywords or length. It applies a rubric - a structured, explainable framework that evaluates timeline
clarity, evidence, tool usage, analyst reasoning, and outcome. It treats every case the same, so the feedback loop
doesn’t hinge on who had time to review what.

This isn't a futuristic promise. It's working now. You point it at a batch of cases, it gives you structured feedback — what's
missing, where to improve, and how you're trending. It gives analysts something they've never had before: objective
input on the quality of their work, case by case. And it gives SOC leaders the one thing they’ve always wanted but could

never get — a scalable way to raise and sustain standards without killing time or trust.

When you take scoring off the whiteboard and into production, everything changes. You stop debating whether a case is
“good enough.” You start seeing how good it actually is, what it's teaching your team, and you improve.

Case quality follows the same maturity curve as every other operational discipline.

Case Quality Measurement Maturity

Subjective Sampled Scalable
Scoring at Scale
Rubric Con3|ster1t scoring.
Continuous
: L feedback loop.
Sampling Consistent criteria.
Still limited.
Gut Feel Limited coverage.

Inconsistent.

Ad hoc reviews.
Spot checks.

Low Case Coverage High

Low Measurement Consistency High

Case quality improves when it becomes an operating metric.
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What We Learned Scoring Our Own Cases

We ran the scorer on our own cases first to validate that the rubric is coherent, the scoring is consistent, and the
feedback is specific enough to improve documentation without turning the SOC into a paperwork exercise. If you're
going to publish a rubric and ask security teams to trust it, you have to be willing to pressure-test it yourself.

What it surfaced was variance. Under load, even strong teams drift into local habits: conclusions that aren't explicit,
reasoning that lives in someone’s head, actions documented but scattered, timelines that require reconstruction.
The result is straightforward: the case artifact isn't consistently usable by the next shift, leadership, or an auditor
reading it months later.

That's the value of scoring at scale: it turns invisible inconsistency into visible patterns. SOC leads can coach with
concrete examples instead of vague “write better cases.” Analysts get feedback that's consistent and explainable,
not dependent on which senior person had time to review. Over time, the team converges on a shared standard -
the same target, applied the same way, case after case.

And because the rubric is transparent, scoring becomes feedback your team can trust - they can see how it works,
challenge it, and improve it. SOC leads can inspect what's being evaluated, tune the rubric to match their environment
and tooling, and track whether process changes show up in the next set of cases. Scoring moves from a judgment to a
practical feedback loop that doesn’t rely on hero reviewers or sporadic sampling.

How to Bring This to Your Team

Treat case scoring as a feedback loop, not a performance verdict. If people think the score is a gotcha, they'll optimize
for self-protection. If they understand it as a consistent rubric applied the same way to every case, it becomes a
training tool: the standard is explicit, the gaps are visible, and improvement is something the team can do deliberately
instead of by guesswork.

Start small and make it operationally safe. Run the scorer on a batch of closed cases, review the output with your
lead(s), and tune the rubric to match your environment and tooling. Then socialize it as “what good looks like” rather
than “what you did wrong.” The fastest adoption path is to use high-scoring cases as examples, use low-scoring cases
as anonymized coaching examples, and keep the focus on the artifact: timeline clarity, evidence, reasoning, outcome -
not the person who wrote it.

Once the bar is visible, you don't need a mandate to get value. Leaders can use scores to target coaching, standardize
what gets taught to new analysts, and track whether process changes actually improve documentation over time.

The point isn't to chase a number. It's to replace sporadic sampling and tribal standards with a repeatable way to see
what's slipping, fix it, and prove you're getting better.
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Case Quality Coaching Loop

Identify Gaps

* Score Cases Update Examples

nlla & Guidance

Coach

Scoring turns case reviews into a repeatable coaching style cycle - without relying on sporadic sampling or hero reviewers.

Who Benefits from Case Quality

Every shift lead, incident responder, business partner, and auditor downstream depends on case quality to be more
than just a checkbox. When it's solid, everyone moves faster. When it's vague, everything slows down — or falls apart.
The analyst might write the case, but they're not the only one who has to live with it.

That's what makes case quality a force multiplier. Strong documentation doesn't just help the person reading it —

It clears the path for cleaner escalations, tighter retrospectives, faster onboarding, and fewer dropped threads across
teams. It turns chaotic handoffs into coherent ones. It lets junior analysts learn by example. It arms leadership with
confidence during review. And when customers ask, “What actually happened here?” — you've got the answer in writing.

The effects are measurable. Fewer Slack pings chasing context. Shorter follow-up meetings. Less time lost in incident
reviews. Higher trust across the board — not because you said the work got done, but because the evidence speaks for
itself.

Good documentation isn’t overhead. It's how your team scales quality and security without scaling confusion. And it's
the one thing that improves the experience for every role, every function, and every stakeholder your SOC touches.

Transparency and Benchmarking

We built the case scoring tool to be open source, offline, and straightforward to review. It runs as a Python script inside
your environment — no cloud dependency, no case data leaving your SOC. You can read the code, modify the rubric,
and validate the scoring behavior against real cases.
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It is designed to work with what you already have — Splunk, Okta, Google Workspace, Wiz, whatever's in your stack.
It doesn’t require perfect data or rigid inputs. It uses what’s available, flags what's missing, and adapts the evaluation to
your environment — because security teams need tools that meet them where they are.

You don't have to guess what it's doing. You can test it, fork it, extend it. And because it's grounded in a visible rubric,
your team can understand what it's asking for — and why the results matter. That's what makes it usable. That's what
makes it real.

We hope that as more teams run it, you'll also be able to compare scores over time — and against a benchmark
distribution — without exposing case data or turning benchmarking into a data-sharing exercise.

If It's Not Written Down, It Didn’t Happen

Security teams are under constant pressure to prove they're making a difference. But in the heat of operations,
it's easy to let documentation slide — especially when the work itself feels like the proof. The investigation was real.
The alert got resolved. You prevented bad things from happening. Why should you have to write it all down?

Because not everyone else was in the room. Without a clear, complete case, there's no operational record of what
happened, how it was handled, or why it mattered. And that doesn’t just hurt in hindsight — it undermines trust in the
present. Executives, auditors, incident owners, and downstream teams depend on casework to assess whether the
SOC is effective. If the story isn't there, they'll fill in the blanks themselves.

Strong case quality turns reactive work into defensible outputs: clean handoffs, sharper escalations, faster retros, and
fewer “what happened?” loops. And once you can measure it, you can improve it — not as a documentation initiative,
but as an operating discipline.

You don’t build a resilient SOC on tribal knowledge and “trust us” write-ups. You build it on written evidence that holds
up under scrutiny. In security operations, if it's not written down, it didn't happen. And if it's not measurable, it won't
get better.

Get Started e
° github.com/AirMDR/SOCGrader
Scoring Now

Don’t start from scratch. We have released
What's Inside

a free browser-based tool. Or, download _ , _ ,
The local scoring script, customizable rubric

the open-source project. , ,
templates, and a quick-start guide.

License

MIT — Free to use and modify.
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